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Summary:

This document describes how to use Microsoft Windows® rRemote desktop Desktop to manage a remote
Quick Edition network. Windows Remote Desktop gives an administrator the ability to remotely control a
Windows PC that is local to the Quick Edition telephone network. It The procedures assumes that you have
network access through means of a VPN connection or that port forwarding is turned on for your WAN router.

1. On the remote desktop you must allow access for remote desktop connections. To set access
permissions:

a. Click on the Start button then click RUNRun.

b. Type “control” in the Run dialog box

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Qpen: | control w |

L Ok ][ Cancel ][ Browse. .. ]

2. Inthe control Control panelPanel:

If you are using category view click on the Performance and Maintenance icon, and then on click
System.

& Control Panel

File Edit Wiew Favorites Tools Help

& Back @ - lj psaarch uﬁj Folders ZI'

address | [ Sontrol Panel

E’ Control Panel PICk a category

@ Gwitch to Classic Yiew

See Also

R Windows Lipdats 5‘3 ~
@) Help and Support - Network and Internet Connections User Accounts

3 Other Contral Panel —

Options .
% I e GO TETs Date, Time, Language, and Regional
Dptions

(%)) Sounds, Speech, and Audio Devices Accessibility Options

' Performance and Maintenance Security Center

mfETETEtEThaintenance checks, increase space on your
hard disk, or configure energy-saving settings.

4 My Computer
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B Performance and Maintenance

File Edit View Favorites Tools Help

ek~ ()

'L'f p Search H?_‘ Folders

Address G’ Performance and Maintenance

Petformance and Maintenance
See Also

File Types

§ Syskem Restore

Troubleshooters

2] startup and shutdown

Pick a task...

E] See basic information about your computer
E] Adjust visual effects

E] Free up space on your hard disk

[3] Back up your data

E] Rearrange items on your hard disk to make programs run faster

or pick a Control Panel icon

'ﬁ' Administrative Tools " Power Options

ﬁ Scheduled Tasks

QEEI. Systems Management

EE Remote Control
il
T—.I System

—
Brmation about your computer system, and change

settings for hardware, performance, and automatic updates.

ﬂ My Comnputer

If you use classic view in the control panel, click on the System ico.n

& Control Panel

File:

Edit  Wiew Favorites Tools  Help

€2 eack - () search [ Folders
(€] -2 f b

Address [3* Control Panel

i~ Contral Panel

[3» Switch ko Categary View ) Mouse
@Neru BurnRights
QNetwnrk Connect. ..
LPhone and Made. .
%Puwer Options

2 Printers and Faxes
-‘_,"Prngram Downloa...
A QuickTime
Q Regional and Lan...
)| remote Cantrol
QRun Advertised P...
24 Scanners and Ca...
() scheduled Tasks
Q Security Center
z SigmaTel Audio

See Also £

% Windows Update
@ Help and Suppart

Comments

Customize your key...
Microsoft OFfice Ou...
Customize your mo...
Specify the CD/TYD, .
Connects ko ather ...
Configure your tele...
Configure energy-s...
Shows installed prin...
Manages downloadi...
Configures CuickTi, ..
Customize settings ...
Configures remote ...
Runs advertised pr...
Add, remove, and ¢
Schedule computer ...
View your current s,
Controls SigmaTel ..,
Change the sound s...

Qa,Snunds and Audi...

o ols SigraTel C-Major Audio adwanced settings. i

it

damdiE. ..
1Taskbar and Star...
uUser Accounts
el Windows Firewall
=2 Wireless Metwarl

T
Configures this com...
Customize the Start. ..
Change user accou...
Configure the Wind...
Setuporaddtoa...

(Gl e e

See information about your computer system, and change settings for hardware, performance, and automatic updates,
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3. Click on the Remote tab in the System properties Properties dialog box., and ensure that the “Allow

users to connect remotely to this computer” check box is selected.

System Properties

| General || Computer Name || Hardware Advanced

| Systemn Restare (| A tomatic Updates | Remate

Select the wayz that thiz computer can be uzed fraom another
|ocation.

Femote &ssistance

Allow Remate Agsistance invitations to be sent from this computer

Wwhat is Remote Assistance?

Remote Degklop
Allow users to connect remately to this computer

Full computer nanne:

1l 0.

What is Bemote Deskiop?

Select Remote Users...

For uzers to connect remately to this computer, the uzer account must
have a passwaord.

Windows Firewall will be configured ta ally Femote Desktop
cannectiong ta this campter.

[ QK H Cancel ][ Apply

4. On the local machine start a Remote desktop connection by clicking on the Start Button > All
Programs - Accessories > Communications - Remote Desktop Connection.

5. Enter in the IP address of the remote Windows XP desktop, and click on Connect.

% Remote Desktop Connection

Computer  1321681.123 v

[ Connect ][ Cahcel H Help ][Dptions F

6. Once When you are connected, you will be prompted for your userid and password.

*NOTE:* Use a Windows Administrator account Tto avoid permission issues with the Quick Edition install
wizard a Windows Administrator account should be used.
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%2 192.168.1.123 - Remote Desktop

Log On to Windows

’M

]
:

Copyright & 1985-2001
Microsoft Corporation

User name: | adrminiskrator

Password: | oooooooooooooo|

[ a4 l[ Cancel ]ihutDDwn...

7. After fully logging ion to the remote PC, you can run the Quick Edition wizard or web-based
administration to access the phones as if they were local on the network.

92 192.168.1.123 - Remote Desktop 9(=1(E3

& System Options Login - Windows Internet Explorer Ellﬁlle

@-~ i |A https:{f192.168.4.6/systemfindex. asp V|@ Certificate Errar | ¥4 | X | 2|

o

File Edit Yiew Favorites Tools  Help
— "8 e ¥
e IA System Options Login l l - B e v | Page + () Todls -

AVAYA .
O &2 uick Edition

User Options

System Options Login

Password: ||

goahead
lWEBSERVER -
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Troubleshooting:

If you do not have LAN connectivity through means of a VPN, you can still accomplish a Remote Desktop
connection if you set up your WAN router to port forward port Port 3389 TCP. An example of where to set

this on a Netgear FVS338 is shown below.
*NOTE:* Different WAN routers may have a slightly different way to configure port forwarding

a. Create a service called Remote Desktop and set the start port and finish port to 3389 TCP and
click ADD.

‘2 NETGEAR ProSafe™ - Services - Microsoft Internet Explorer,

File Edit Wew Favoribes Tools Help

1

eﬁack > |ﬂ @ ;j /:\J Search \‘_‘/"\':(Favorites e} [-\v ..,_\,' _J ﬁ ‘:’i

Adress | ] hieg: 192, 168.4. iservices him v Beo ks *
Google [Cwremote deskiop port | Go o & P B v §% Gookmarksw Sh36 blocked | " Check = Autolink > () Settings=
Rl

NETGEAR
T rosar]

SISA0e NETGEAR ProSafe ¥PN Firewall F¥5338
Network Configuration ¥PN Administration Monitoring Web Support Logout
! I schedule Block Sites Firewall Rules Source MAC Filter Port Triggering
(Fhelp
‘ | # | Nanwe | Type Start Port | Finish Port Priority | Action |
) select all | (E) delete
Add Custom Service:
Name Type ICMP Type Start Port Finish Port Default Qo$ Priority Add
[Remote Desktop | |[Tce v || 3389 | | [z389 || Mormal-Service v| (@ e

FIONT HE 1 O EARIE

| £

O Internet

b. Forward port 3389 to the private IP address of the remote desktop that you wish to create a
connection to.

<2 NETGEAR ProSafe™ - LAN WAN Rules - Microsoft Internet Explorer

File Edit VMiew Favortes Tools Help "
A = i % W
@ Back - e < |ﬂ @ _,ﬁ /- ) Search *?/:'( Favorites €‘3 [_---_:\- =1 ii 3
Address ‘@'l http: /{192, 168.4.1{lan_wan_rules.htm v| Go | Links *
Google [Glvremote desktopport v | G0 0 & 4] Ef » €9 Bookmarksw 36 blocked % Check = 4 Autolink ~ 2> () Settings=
-
NETGEAR ProSafe VPN Firewall F¥5338 1
Network Configuration - YPN Administration Monitoring Web Support Logout
Services Schedule Block Sites : Source MAC Filter Port Triggering
Default Outbound Policy: | Allow Always | (& apply |
(Zlhalp
| | ! | Service Name ‘ Filter | LAN Users WAN Users | Priority ‘ Log | Action
@) select 2l | (@ delete| @ enable | (D) disable | @ add . |
Zhelp
| | ! | Service Name ‘Filter‘ LAN Server IP Address ‘ LAN Users ‘ WAN Users ‘ Destination ‘Lng| Action ‘
@ zelect sl | (@ deiata| @ wnable | () disabla || @ add... |
£
@I ° Internet
C.
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Set the Service to the newly created Remote Desktop and allow ALLOW always for the
action. The send Send to LAN Server is the Internal IP address of the remote machine that

you wish to connect to. In this example our desktop is 192.168.1.123.

To ensure security, set the WAN users Users to single Single address Address, and type in
the WAN address that you will be connecting from, and click Apply. The WAN Port 3389 is
now forwarded to IP 192.168.1.123 port 3389 TCP.

v| Go Links **

Address @ http:ff192, 168.4. 1 fplatform. cgi
@ Settings

le |Clrremote desktop part % Go o &2 [¥] - Bookmarks» 36blocked " check v % Autolink = >
PP Ay

NETGEAR ProSafe ¥PN Firewall F¥S338

¥YPH Administration Monitoring Web Support Logout

Network Configuration

Services Schedule Block Sites Firewall Rules Source MAC Filter Port Triggering

Add LAN WAN Inbound Service

| Operation succeeded,

! Remote Desktop vI
Action: | ALLOW always -

Select Schedule: [[Sehedule™
send to LAN Serve
Translate to Port Number [

WAN Destination IP Address: | Broadband

# Inbound Service

~] [
star: [ ]
Finish: l_l_l_l_

LAN Users: Ay

IWAN Users: | Zingle Address v||

S

|«

#® Internst

€l

Once After the port is forwarded, connect to the public IP WAN address of the remote router with the
remote desktop connection..

*NOTE:* The screenshot below assumes that the WAN router at the remote location has the IP
address of 66.34.56.23.

“® Remote Desktop Connection

Computer.  |56.34.56.23 v

[ Connect ][ Cancel ][ Help ] [ Options »» ]
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